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Section 1: Emply ApS' description of processing activities for the
supply of Emply ApS’ SaaS solution

The purpose of the present description is to provide information to Emply ApS’ customers and their audi-
tors concerning the requirements of ISAE 3000, which is the international auditing standard for assurance
reports about controls with the service provider.

The purpose of this description is a mapping of the technical and organisational measurements, involved in
the operation of Emply ApS’ Software-as-a-Service solutions (SaaS solution).

As a supplement to the above description, a separate section has been added (compliance with the role of
being data processor), with a description of the key requirements connected with the role of being data
processor, combined with the general requirements in data processing agreements.

Further, the description provides information about the controls, used in the operation of Emply ApS’ SaaS
solution, including how they are implemented.

Description of Emply ApS

Emply was founded in Copenhagen in 2010. The SaaS solution was developed to service HR-employees’
need of a modern solution. The platform can be adapted to all companies, regardless of line of business,
size, organisational structure, or HR working procedures and no matter where the company is situated. To-
day, Emply is available in more than 16 languages and is being used in more than 50 countries.

Emply ApS supplies proprietary Software-as-a-Service, which includes 100% operation, service and support,
consulting services and training. Emply supplies adjustments of functionality and integrations, on an ongo-
ing basis, so the systems meet customers’ demands as well as current legislation and regulations.

Emply ApS’ SaaS solution is today supplied to both private and public companies. The solution is operated in
Denmark and handled as a private cloud solution with GlobalConnect in Glostrup. Emply ApS is operating
the solution and GlobalConnect “only” supplies housing, electricity, access to the Internet and the backup
solution.

Business strategy / IT-security strategy

Itis Emply’s strategy that the necessary security must be integrated in the business, avoiding unnecessary
risks for the company.

The purpose of the security policy is furthermore to indicate to everybody with a relation to Emply, that the
use of information and information systems is subject to standards and guidelines.

Maintaining and developing a high security level is essential for Emply appearing reliable, both nationally
and internationally.

In order to maintain Emply ApS’ credibility, it must be ensured that information is being handled with the

necessary confidentiality and that complete, precise, and punctual processing of approved transactions is
being performed.
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Second only to our employees, IT-systems are regarded as Emply ApS’ most critical resource. We therefore

put great effort in operational reliability, quality, observing legislative requirements, and that the systems
are user friendly.

An efficient protection against IT-security treats must be created, assuring Emply ApS’ image and the secu-
rity, and working conditions of the employees. The protection must be aimed at both natural, as well as
technical and man-made treats. Everybody is considered to be a possible cause of security breaches, i.e., no
employee is excepted from the security rules.

The goals are therefore to:

e  Obtain high operational reliability, with maximum availability factor and minimized risk of major
breakdowns and loss of data - ACCESSIBILITY

e  Obtain correct systems functions with a minimized risk of manipulation of and malfunction of both
data and systems — INTEGRITY

e Obtain confidential processing, transferring and storage of data - CONFIDENTIALITY

e Obtain a mutual security between the parties involved — AUTENCITY

e  Obtain guarantee of mutual and ascertainable contact — NON-REPUDIATION

It is Emply’s goal to maintain an information security level, that as a minimum:

e  complies with existing legislation
e observe good business practices
e meets customers’ wishes, requirements and expectations to a professional supplier

The Danish Data Protection Act and EU’s general data protection regulation form the legal frame of per-
sonal data processing in IT-service. Data processing agreements are signed between customers and Emply
ApS.

We are responsible for the necessary technical and organisational measures, to ensure that the personal
data are processed in a secure and adequate way.

To ensure a consistent supply, meeting the best standards of the businesses, we have chosen to support the
operation of our SaaS solutions with an auditing process, enabling us to meet the requirements of ISAE
3000. Emply ApS’ SaaS solutions are supported by a housing supplier (GlobalConnect) who will provide an
ISAE 3402 assurance report.

The audit is repeated once a year and the assurance report will be presented to existing customers, as well

as potential new customers. The assurance report must contribute to customers’ (data controller) control,
as to whether Emply complies with the instructions in the signed data processing agreements.
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Within the following areas of IT-security strategy, Emply ApS has used methods to implement the relevant

measures:
. Information security policies

. Organizing the IT-security

. HR security

. Means of access

. Physical security and supplier relationships

. Operations security

. Network security

. Development environment

o Security incident management

. Emergency management

. Compliance with the role of data processor (compliance)

Risk management in Emply ApS

It is our policy that risks, because of the company’s activities, must be uncovered or limited to such a level,
that the company is able to maintain normal operations.

Emply has established procedures for risk assessment of the business. That ensures that the risks linked to
services supplied by us, are minimized to an acceptable level.

Risk assessment is performed periodically, as well as upon changes in existing system or when new systems
are implemented. The risk assessment is part of the IT-security officer’s responsibilities.

Information security policy

Emply management is responsible for IT-security and hereby we ensure that the general requirements and
scope for IT-security is complied with. IT-security policies must be reviewed at least once a year.

Emply ApS’ IT-security policy has been established with reference to the above and applies to all employees
and all supplies. In case of failures or security breaches in our operational environment, the failure/security
breach will be repaired immediately. A fixed procedure is followed to ensure transparency as well as pre-
ventive and corrective actions.

All servers, storage and network units are documented in Emply ApS. In there we log all system changes.
Configuration files for network units (firewall, routers, switches and similar) are stored and accessible.

Security policy is prepared, to give all employees a common set of rules. That way, we obtain a stable oper-

ating environment and a high security level. Both policies, procedures and the operational basis is improved
on an ongoing basis.
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Emply ApS’ organisation and IT-security management

In January 2021, Emply was bought by Lessor Group, the market leader in software for pay-, HR-, time re-
cording and duty schedule solutions for small and big compagnies in Denmark, Sweden, and Germany. Les-
sor employs 180 people, and more than 65,000 companies now use one or more systems, provided by Les-
sor Group.

Since 2018, Lessor Group has been owned by Paychex Inc., the leading supplier of integrated HCM solutions
to the American market. Emply ApS is 100% owned by Lessor Group.

Emply ApS’ organisational structure

Management is responsible for the daily operations of both organisation and IT.

Sales & Marketing is the department managing all communication with customers in connection with sales,
software demonstrations, trade shows, tenders, and the execution of orders.

Support is the department that provides high-level support to all our customers.

Implementation is the department ensuring that all new customers have a positive experience when they
come to us

Partners is the department ensuring that Emply can sell and distribute outside Denmark.

Software Development Ukraine and Poland are the departments developing Emply software. Ukraine is
solely developing and testing software. Data processing is performed in Denmark. Upon special tasks, such
as recreation of databases etcetera, Emply can —if agreed with customer — authorize a Polish developer’s
access to solving customer related tasks.

Emply ApS’ IT-security is placed within Lessor Groups’ security organisation. The organisational framework
of IT-security is a natural part of the management’s responsibilities.

Software Development Poland Software Development Ukraine

Implementation
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Emply ApS’ employees are essential for the business. It is important to maintain and increase our compe-
tencies so we can adapt to customers’ needs. We work with yearly KPI targets enabling us to pull together
as a team.

Emply ApS use our own inhouse-developed SaaSs solution. New employees go through an introduction to all
areas of Emply. Both old and new employees study Emply ApS’ policies and procedures. This applies to all
employees.

Every Emply employee sign a non-disclosure agreement, also including the processing of customers’ data.
Emply ApS’ employees have, to a limited extent, an opportunity to work from other facilities.

Access

Only authorized Emply users/employees have access to the Emply systems. The allocation of access to the
operating environment is performed according to purpose. Rights and access to information are based on
work-related needs, to enable the individual to perform best possible.

Access management is done by Emply’s management.

Physical security and supplier relationships

Supervision of Global Connect:
Global Connect provides, on a yearly basis, an ISAE 3402 assurance report, and an ISAE 3000 report on net-
and information security.

Hardware setup

Emply is provided as a private cloud-service, run on a virtual Microsoft webfarm. The application is being
hosted on multiple virtual machines. The individual virtual machine is running on a VMware cluster-solu-
tion. The VM cluster solution is run on six physical servers and all data are stored in an SD-storage system.

The Emply Saa$ solution is built with Microsoft.Net. All customers use different SCL-databases to ensure a

stable and secure software solution. The Emply solution is furthermore watched by multiple software solu-
tions, to obtain a stabile production environment.
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The Emply solution contains several integrations, such as SSO (Single Sign-on), ADFS, two-factor authentifi-

cation and more extended webservice APIs in both SOAP and RES. All transactions in Emply ApS are saved
and stored in multiple logfiles.

Windows 2016 - ARR

Windows 2016 -
. +« Cisco Firepower Windows 2016 - IS o Aakrs Knchain
Windows 2016 - SQL

Vmware Server Cluster Setup - 4 Servers with 256 GB Memory

HP Fiber Switch HP Fiber Switch

HP Storage

HP Storage
MSA 2040

MSA 2050

Operational reliability

Operational tasks are performed by Emply ApS at set intervals. Furthermore, Emply ApS will perform con-
trols, maintenance, and management of all servers.

Monitoring
The operational environment is monitored 24/7/365 via automated service. Recourses for servers (CPU,
RAM, disc, network) and accessibility. The monitoring also includes relevant IT-services, such as backups,

accessibility to web, and systems for customers and internal use.

The primary monitoring is done internally within the operational environment, but to cover the external
accessibility too, we have established remote monitoring.

Errors are being reported directly to Emply ApS, whereupon the error will be investigated. In case of critical
error on servers or services, the operator on duty will be notified directly.

Customers, experiencing operational problems, must contact Emply ApS through the agreed support, either
over the phone or via support@emply.com.

We are open for inquiries Monday-Thursday from 8:30am-16:30pm and Friday from 8:30am to 15:30pm.
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Logging is a valuable tool for monitoring, handling, and investigation. Since logs contain a lot of different
information, we can divide it into two levels:

o System log: Emply ApS has developed their own system for monitoring of errors.

. User log: All Emply customers have access in the system to see which activities, they have made.
They can search for activities via customer’s own users, specific dates, projects etcetera.

Backup

The purpose of backup is to ensure, that the customer’s data can be recreated accurately and fast, to avoid
unnecessary delay. Backups are made on different levels, such as virtual servers, configurations, and data.
All Emply customers have their own database, to ensure a speedy and easy restoring via backup.

All customers’ databases are being saved encrypted in Veem Backup Solution. The backup service is pro-
vided by Global Connect. Backup is established on a daily basis and stored via dedicated backup servers in
the operating environment. Hereafter the latest backup is stored for a month. Backups, older than 1 month
are automatically deleted.

Patch management

The purpose of patch management is to ensure that all relevant updates such as patches, fixes and that ser-
vice packs from suppliers are implemented to protect the systems against down-time and unauthorized ac-
cess, and that the implementation is performed in a controlled manner.

Maintenance of Windows operating systems and appurtenant backend systems from Microsoft, is managed
by Microsoft’s build-in WSUS (Windows Service Update Service) where security- and critical patches are au-
tomatically installed in set intervals.

Communication security

Data lines and network security

The connection with the operational environment consists of 2 independent fibre lines. If the primary line
should break down, traffic is automatically transferred via the secondary. As soon as the primary has been
re-established, the traffic is again routed through this.

The firewall is rule-based and has a basic “deny-all” traffic rule. On this, a ruleset has been established, al-
lowing specific protocols against a given server group. The firewall has a build-in “Load Balancer” used to

ensure the distribution of the total traffic to different servers.

Finally, the firewall is performing an inspection of data packets (IDS). Automated scanning and blocking of
traffic are based on state of vulnerability and is updated daily.
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Development environment

When developing software, Emply ApS uses dedicated test environments, from where the software can be
processed for developing and testing. These environments are different from the ones used by Emply ApS’
customers.

Security incident management

Emply ApS has established procedures for incident management and deviations reports, including security
breaches.

The procedures ensure that data collection and documentation are performed systematically providing a
solid basis for subsequent evaluation.

Management is responsible for defining and coordinating a structured process, ensuring a suitable reaction
to security incidents

Emergency management

Emply ApS’ IT-contingency plan is to ensure that the IT-depending business critical processes in Emply can
be restored and are functional after a critical incident directly or indirectly has hindered normal operations
for a period of time. This to ensure a stable operation of Emply.

The IT-contingency plan must be activated, when one or more incidents disturb or interrupt critical parts of
Emply for a longer period and the failing of IT-systems to restore during normal operations and trouble-
shooting with the agreed timeframe, which is 2 hours within normal working hours and 4 hours outside
working hours.

The plan describes the handling of 4 scenarios:

. Physical incidents in Emply Datacentre (fire, water, or other) shutting down Emply, partly or totally
o IT-incidents, affecting Emply operations

o IT-incidents, affecting Emply’s infrastructure (virus outbreak or hacker attacks)

. IT-incidents, compromising Emply with risk of data leak, where others unlawfully or unintended

can gain access to Emply’s data or Emply’s customers’ data

Compliance with the role as data processor

It is Emply ApS’ management who is responsible for ensuring that all relevant legal and contractual require-
ments are identified and correctly observed. Relevant requirements could for instance be:

. EU General Data Protection Regulation
. Danish data protection law

. Data processing agreement

. Emply’s general agreement

. Emply’s user conditions
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The presence of the above agreements and other relevant documents ensure compliance with relevant le-
gal and contractual requirements.

EU General data protection regulation (GDPR)

Emply ApS’ SaaS solution supports the customers’ processes with HR. Emply ApS does not own the data,
gathered by the customers, and stored in the SaaS solution, but solely develop and operates the Saa$ solu-
tion, used by the customers to perform the necessary data processing. According to the General Data Pro-
tection Regulation and the Danish Data Protection law, Emply ApS is the data processor, and the customer
is the data controller.

Data processing agreement

As data processor, Emply has special responsibilities in the general data protection regulation, implemented
in a data processing agreement. Among other things, Emply ApS must:

. Keep records of which categories of data being processed
. Describe the technical and organisational measures, established to safeguard the personal data
. Contribute to meeting the customer’s obligations connected with the data subjects’ rights (accord-
ing to Chapter 3 in the AU General Data Protection Regulation)
. Provide expert knowledge to the customer to ensure compliance with Article 32-34
o] Article 32 — processing security
o Article 33 —reporting data security incidents
o Article 34 — informing data subjects about personal data security breaches
. Inform the customer about name and contact details of sub-data processors
. Ensure that potential requirements from the customer is also imposed on the sub-data processor

As data processor, Emply ApS is working with personal data, based on instructions from the customers, de-
scribing to what purpose, data can be used. Emply ApS is responsible for ensuring that gathered data solely
are being used for this purpose.

Access to customer data

The Emply solution is a Saa$ solution, operated by Emply ApS. Test and releases are managed by Emply it-
self. Therefore, Emply ApS is fully responsible for the processing of customers’ data. Generally, Emply em-
ployees have no access to customers’ data, unless specified tasks require this. It is solely Emply’s support
department and management, who have access to customer data.

All Emply ApS’ employees have signed a non-disclosure agreement, focused on how we at Emply handle
customer’s data.

Significant changes during the assurance period.

No significant changes have been made during the assurance period.
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Complementary controls with the data controller

This chapter describes the general aspects of Emply ApS’ Saa$ solution, which means that the individual
customer’s agreement is not being considered.

Emply ApS is not responsible for access rights, including granting, changing and deletion, in relation to the
customers’ individual users and their access to the SaaS solution. The customer themselves are obliged to
ensure the necessary controls related to this control objective.

The data controllers are also under the following obligations:

e To ensure, that personal information is up to date

e To ensure, that the instruction is legal, according to the current personal data legislation

e To ensure, that the instruction is appropriate, according to this data processing agreement and the
main service

e To ensure, that the data controllers’ users are up to date

e To ensure that the required authorization for data processing is present

e To comply with the duty of disclosure towards the data subjects on the exercising of their legal rights

e To handle requests and control the identity of the data subjects, who wish to exercise their rights
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Section 2: Emply ApS’ statement

The accompanying description has been prepared for Emply ApS’ customers, who, in the role of data con-
trollers have used Emply ApS’ Saa$ solution and who has a sufficient understanding to consider the descrip-
tion along with other information, including information about controls operated by the data controllers
themselves in assessing whether the requirements of the EU Regulation on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data (hereinafter “The
Regulation”) have been complied with.

Emply ApS uses the sub-suppliers Lessor, Interlogic and Global Connect. This statement does not include con-
trol objectives and related controls with Emply ApS’ sup-suppliers and sub-data processors. Certain control
objectives in the description can only be achieved, it the sup-supplier’s controls, as assumed in the design of
our controls, are suitably designed and operationally effective. The description does not include control ac-
tivities performed by sup-suppliers.

A few of the control objectives, stated in Emply ApS’ description in Section 1 of Emply ApS’ SaaS solution,
can only be achieved if the complimentary controls with customers are adequately designed and function
effectively with the controls with Emply ApS. The statement does not include the suitability of the design
and functionality of these complementary controls.

Emply ApS confirm that:

a) The accompanying description, Section 1, fairly presents how Emply ApS has processed personal
data on behalf of the data controller throughout the period from 1 April 2021 til 31 March 2022.
The criteria used in making this statement we that the accompanying description:

(i) Presents how Emply ApS’ processes and controls related to data protection were designed
and implemented, including:

o The type of services provided, including the type of personal data processed

o The processes in both IT- and manual systems, used to initiate, record, process
and if necessary, correct, delete, and restrict processing of personal data

o The procedures used to ensure that data processing has taken place in accord-
ance with contract, instructions, or agreement with the data controller

o The procedures ensuring that the persons authorised to process personal data
have committed to confidentiality or are subject to an appropriate statutory duty
of confidentiality

. The procedures ensuring upon discontinuation of data processing that, by choice
of the data controller, all personal data are deleted or returned to the data con-
troller unless retention of such personal data is required by law or regulation

. The procedures supporting in the event of breach of personal data security that
the data controller may report this to the supervisory authority and inform the
data subjects

o The procedures ensuring appropriate technical and organisational safeguards in
the processing of personal data in consideration of the risks that are presented
by personal data processing, such as accidental or unlawful destruction, loss, al-
teration, unauthorised disclosure of, or access to, personal data transmitted,
stored, or otherwise processed

o Controls that we, in reference to the scope of Emply ApS' SaaS solution have as-
sumed would be implemented by the data controllers and which, if necessary, in
order to achieve the control objectives stated in the description, are identified in
the description
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. Other aspects of our control environment, risk assessment process, information
system (including the related business processes) and communication, control

activities and monitoring controls that are relevant to the processing of personal
data

(ii) Includes relevant information about changes in the data processor Emply ApS’ Saas solu-
tion for the processing of personal data throughout the period from 1 April 2021 to 31
March 2022.

(iii) Does not omit or distort information relevant to the scope of Emply ApS’ SaaS solution,
being described for the processing of personal data while acknowledging that the descrip-
tion is prepared to meet the common needs of a broad range of data controllers and may
not, therefore, include every aspect of Emply ApS' Saas solution, that the individual data
controllers might consider important in their particular circumstances.

b) The controls related to the control objectives stated in the accompanying description were, in our
view, suitably designed and operated effectively throughout the period from 1 April 2021 to 31
March 2022, if relevant controls with sup-suppliers were operationally effective and data control-
ler has performed the complementary controls, assumed in the design of Emply ApS throughout
the period from 1 April 2021 to 31 March 2022.

The criteria used in making this statement were that:

(i) The risks that threatened achievement of the control objectives stated in the description
were identified

(ii) The identified controls would, if operated as described, provide reasonable assurance that
those risks did not prevent the stated control objectives from being achieved; and

(iii) The controls were consistently applied as designed, including that manual controls were
applied by persons who have the appropriate competence and authority, throughout the
period from 1 April 2021 to 31 March 2022.

c) Appropriate technical and organisational safeguards were established and maintained to comply
with the agreements with the data controllers, sound data processing practices and relevant re-
quirements for data processors in accordance with the Regulation.

Copenhagen, 4 July 2022
Emply ApS

.- ‘_____...--"'""_ -' 'I
fﬁwf@ﬂ S A ik S
T

=

Peter Tvermoes Meier Andersen
Direktar
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Section 3: Independent auditor’s ISAE 3000 assurance report with
reasonable assurance on information security and
measures according to the data processing agreements

with customers throughout the period 1 April 2021 to 31
March 2022

To Emply ApS and Emply ApS’ customers in the role of data controllers.

Scope

We were engaged to provide assurance with reasonable assurance on Emply ApS’ description in “Section 1”
of Emply ApS’ SaaS solution according to data processing agreements with their customers, in the role of
data controller throughout the period of 1 April 2021 to 31 March 2022 and b+c) about the design and func-
tionality of controls related to the control objectives, stated in the description.

Emply uses the sup-suppliers and sub-data processors Lessor, Interlogic and Global Connect. This statement
does not include control objectives and related controls with Emply ApS’ sub-suppliers and sub-data proces-
sors. Certain control objectives in the description can only be achieved, if the sub-data processors controls,
assumed in the design of Emply ApS’ controls, are adequately designed, and functioning effectively together
with the related controls with Emply ApS.

A few of the control objectives, stated in Emply ApS’ description in Section 1 of Emply ApS’ Saa$ solution
can only be achieved if the complementary controls with the customers are adequately designed and func-
tioning effectively together with the controls with Emply ApS. This statement does not include the suitabil-
ity of the design and functionality of these complementary controls.

Our opinion is expressed with reasonable assurance.
Emply ApS' responsibilities

Emply ApS is responsible for the preparing of the Description and the accompanying statement in “Section
2”, including the completeness, accuracy, and the method of presentation of the Description and statement
providing the services covered by the Description; stating the control objectives; and designing, implement-
ing and effectively operating controls to achieve the stated control objectives.

Auditor’s independence and quality control

We have complied with the independence and other ethical requirements of the International Ethics Stand-
ards Board for Accountants’ International Code of Ethics for Professional Accountants issued by the Interna-
tional Ethics Standards Board for Accountants (IESBA Code), which is founded on fundamental principles of
integrity, objectivity, professional competence and due care, confidentiality and professional behavior and
ethical requirements applicable to Denmark.

REVI-IT A/S is subject to the International Standard on Quality Control (ISQC 1) and accordingly uses and
maintains a comprehensive system of quality control, including documented policies and procedures re-
garding compliance with ethical requirements, professional standards, and applicable legal and regulatory
requirements.
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Our responsibilities

Our responsibility is to express an opinion on Emply ApS’ Description and on the design and operating effec-
tiveness of controls related to the control objectives stated in that Description, based on our procedures.

We conducted our engagement in accordance with International Standard on Assurance Engagements
3000, “Assurance Engagements Other than Audits or Reviews of Historical Financial Information”, and addi-
tional requirements under Danish audit regulation, to obtain reasonable assurance about whether, in all
material respects, the description is fairly presented, and the controls are appropriately designed and oper-
ating effectively.

An assurance engagement to report on the Description, design, and operating effectiveness of controls at a
data processor involves performing procedures to obtain evidence about the disclosures in the data proces-
sor’s description of its services, and about the design and operating effectiveness of controls. The proce-
dures selected depend on the auditor’s judgment, including the assessment of the risks that the Description
is not fairly presented, and that controls are not appropriately designed or operating effectively. Our proce-
dures included testing the operating effectiveness of those controls that we consider necessary to provide
reasonable assurance that the control objectives stated in the description were achieved. An assurance en-
gagement of this type also includes evaluating the overall presentation of the Description, the appropriate-
ness of the objectives stated therein, and the appropriateness of the criteria specified by the data processor
and described in Section 1.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opin-
ion.

Limitations of controls at a data processor

Emply ApS’ description is prepared to meet the common needs of a broad range of data controllers and
may not, therefore, include every aspect of Emply ApS’ Saa$ solution, that the individual data controllers
may consider important in their particular circumstances. Also, because of their nature, controls at a data
processor may not prevent or detect personal data breaches. Furthermore, the projection of any evaluation
of the operating effectiveness to future periods is subject to the risk that controls at a data processor may
become inadequate or fail.
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Our opinion has been formed on the basis of the matters outlined in this auditor’s report. The criteria we
used in forming our opinion are those described in the Management’s statement section. In our opinion, in
all material respects:

(a) the Description fairly presents Emply ApS' Saa$ solution, as designed, and implemented through-
out the period 1 April 2021 to 31 March 2022 in all material respects are true, and

(b) that the controls related to the control objectives stated in the Description, in all materials aspects
were adequately designed throughout the period from 1 April 2021 to 31 March 2022, to provide a
high degree of security, that the control objectives stated in the description would be achieved, if
controls with sup-suppliers were operationally effective, and if data controllers has designed and
implemented the complementary controls, as assumed in the design og Emply ApS’ controls during
the period from 1 April 2021 to 31 March 2022, and

(c) that the controls tested, which were those necessary to provide reasonable assurance that the
control objectives stated in the Description were achieved, operated effectively throughout the
period from fra 1 April 2021 to 31 March 2022.

Description of tests of controls

The specific controls tested, and the nature, timing, and results of those tests are listed in Section 4.

Intended users and purpose

This report and the description of tests of controls in Section 4 are intended only for data controllers who
have used Emply ApS’ SaaS solution, who have a sufficient understanding to consider it along with other
information, including information about controls operated by the data controllers themselves in assessing
whether the requirements of the Regulation have been complied with.

Copenhagen, 4 July 2022

REVI-IT A/S
State Authorised Public Accounting Company

Jai " f
Christian H. Riis Michael Marseen
Partner, CISA State Authorised Public Accountant
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Section 4. Control objectives, controls, test, and results hereof

We conducted our engagement in accordance with ISAE 3000, assurance engagements other than audits or
review of historical financial information.

Our test of the functionality has included the control objectives and attached controls, selected by manage-
ment and which are stated in the control objectives A-l below. Our test has included the controls, we find
necessary to establish reasonable assurance for compliance with the articles stated throughout the period
from 1 April 2021 to 31 March 2022.

Our statement, does not apply to controls, performed at Emply ApS’ sub-suppliers and sub-processors.

Further, controls performed at the data controller are not included in this statement.

We performed our test of controls at Emply ApS by the following actions:

Method General description

Inquiries Interview with appropriate personnel at Emply ApS. The interviews have in-
cluded questions about, how controls are performed.

Observation Observing how controls are performed.

Inspection Reading of documents and reports, including description of the performance of
the control. This includes reading and assessment of reports and documents to
evaluate whether the specific controls are designed in such a way, that they can
the expected to be effective when implemented.

Re-performance Re-performance of controls to verify that the control is working as assumed.
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List of control objectives compared to GDPR-articles, ISO 27701, and ISO 27001/2

Below, control objectives are mapped against the articles in GDPR, ISO 27701 and I1SO 270001/2.

Articles and points about main areas are written in bold.

Control activity

Al

A.2
A3
B.1
B.2
B.3
B.4

B.5
B.6
B.7
B.8
B.9
B.10
B.11
B.12
B.13
B.14

B.15
C.1
C.2
C3
c4
C5
C.6
C.7
C.8
C.9

D.1

D.2

D.3

E.1

E.2

F.1

F.2
F.3

Emply ApS

GDPR articles

5, 26, 28, 29, 30,
32,40, 41, 42,48
28, 29, 48

28

31, 32, 35, 36
32, 35, 36

32

28 stk. 3; litra e, 32;
stk. 1

32

32

32

32

32

32

32

28, 32

32

32

32

24

32,39

39

28, 30, 32,39

32

28, 38

32

38

6, 8,9, 10, 15, 17,
18, 21, 28, 30, 32,
44, 45, 46, 47, 48,
49

6,11, 13,14, 32

6,11, 13, 14,32
13,14

13, 14, 28, 30

13, 14, 28, 30
6,8,9, 10, 17, 18,
22, 24, 25, 28, 32,
35, 40, 41, 42

28
28

ISO 27701
8.5.5,5.2.1,6.12.1.2,6.15.1.1,
8.2.1,8.2.2

8.5.5,6.15.2.2, 6.15.2.2
8.2.4,6.15.2.2

5.2.2

7.2.5,5.4.1.2,5.6.2

6.9.2.1

6.10.1.1, 6.10.1.2, 6.10.1.3,
6.11.1.3

6.6.1.2, 6.10.1.3

6.6

6.9.4

6.15.1.5

6.9.4

6.11.3

6.9.6.1

6.9.1.2, 8.4

6.6

7.4.9

6.8

6.2

6.4.2.2,6.15.2.1, 6.15.2.2
6.4.1.1-2

6.10.2.3, 6.15.1.1, 6.4.1.2
6.4.3.1, 6.8.2.5, 6.6.2.1
6.4.3.1, 6.10.2.4

5.5.3,6.4.2.2

6.3.1.1,7.3.2
6.12.1.2,6.15.1.1, 7.2.2,7.2.8,
7.5.1,7.5.2,7.5.3,7.5.4, 8.2.6,
8.4.2,8.5.2,85.6

7.4.5,7.4.7,74.4

7.45,7.4.7,74.4

74.7,7.4.4

8.4.2,7.4.7,7.4.8

8.4.2,7.4.7,7.4.8

5.2.1,7.2.2,7.2.6,8.2.1,8.2.4,
8.2.5,8.4.2,8.5.6, 8.5.7

8.5.7
8.5.8, 8.5.7

ISO 27001/2

New scope compared to 1SO
27001/2

18.2.2

18.2.2

4.2

6.1.2,5.1,8.2

12.2.1

13.1.2, 13.1.3, 14.1.3,14.2.1

9.1.2,13.1.3,14.2.1
9.1.1,9.2.5

12.4

18.1.5

12.4

14.3.1

12.6.1

12.1.2

9.1.1

New scope compared to 1ISO
27001/2

11.1.1-6
5.1.1,5.1.2
7.2.2,18.2.1,18.2.2
7.1.1-2
7.1.2,13.2.3
7.3.1,11.2.5,8.3.1
7,3.1,13.2.4
7.2.2,7.3

6.1.1

New scope compared to 1SO
27001/2

New scope compared to 1SO
27001/2

New scope compared to ISO
27001/2

New scope compared to 1SO
27001/2

New scope compared to ISO
27001/2

New scope compared to 1SO
27001/2

15

15
15
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Control activity
F.4
F.5
F.6
G.1

G.2
G.3
H.1
H.2
1.1
1.2

1.3
1.4

Emply ApS

GDPR articles
33,34

28

33,34

15, 30, 44, 45, 46,
47, 48, 49

15, 30, 44, 45, 46,
47, 48, 49

15, 30, 44, 45, 46,
47, 48, 49

12, 13, 14, 15, 20,
21

12, 13, 14, 15, 20,
21

33,34

33, 34, 39

33,34

33,34

ISO 27701

6.12.1.2

8.5.7

6.12.2

6.10.2.1,7.5.1, 7.5.2, 7.5.3,
7.5.4,85.1,85.2,85.3
6.10.2.1,7.5.1,7.5.2,7.5.3,
7.5.4,8.4.2,8.5.2,85.3
6.10.2.1,7.5.1, 7.5.2, 7.5.3,
7.5.4,8.5.3
7.3.5,7.3.8,7.3.9

7.3.5,7.3.8,7.3.9

6.13.1.1

6.4.2.2, 6.13.1.5, 6.13.1.6
6.13.1.4
6.13.1.4,6.13.1.6

reviit

ISO 27001/2
15

15

15.2.1-2
13.2.1,13.2.2

13.2.1
13.2.1

New scope compared to 1SO
27001/2

New scope compared to ISO
27001/2

16.1.1-5

16.1.5-6

16.1.5

16.1.7
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Control objective A - Instructions regarding processing of personal data
Procedures and controls are complied with to ensure that instructions for the processing of personal data are complied with consistently with the data processing

agreement entered into.

- Emply ApS’ control activity Test performed by REVI-IT A/S

Written procedures exist which include a requirement ~ We have inspected, that formalized procedures ensuring that pro-  No deviations noted.
that personal data must only be processed when in- cessing of personal data only is performed according to instruc-
structions to this effect are available. tions, are established.

Assessments are made on a regular basis — and at least We have inspected, that the procedures are updated.
once a year —as to whether the procedures should be

updated.

A.2 The data processor only processes personal data We have by sample test, inspected that processing of personal No deviations noted.
stated in the instructions from the data controller. data is performed according to the instructions.

A3 The data processor immediately informs the data con- ~ We have inquired, into whether the data processor has received We have been informed, that the data proces-
troller if an instruction, in the data processor’s opinion, instructions, that in the data processor’s opinion infringes the Reg-  sor has not received instructions, that in the
infringes the Regulation or other European Union or ulation or other European Union or member state data protection  data processor’s option infringes the Regula-
member state data protection provisions. provisions. tion or other European Union or member state

data protection provisions, therefore we have
not tested the effectiveness of the relevant
processes.

No deviations noted.
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Control objective B - Technical measures

revi

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

- Emply ApS’ control activity Test performed by REVI-IT A/S

B.2

B.3

B.4

B.5

Emply ApS

Written procedures exist which include a requirement
that safeguards agreed are established for the pro-
cessing of personal data in accordance with the agree-
ment with the data controller.

Assessments are made on a regular basis — and at least
once a year —as to whether the procedures should be
updated.

The data processor has performed a risk assessment
and based on this, implemented the technical
measures considered relevant to achieve an appropri-
ate level of security, including establishment of the
safeguards agreed with the data controller.

For the systems and databases used in the processing
of personal data, antivirus software has been installed
that is updated on a regular basis.

External access to systems and databases used in the
processing of personal data takes place through a se-
cured firewall.

Internal networks have been segmented to ensure re-
stricted access to systems and databases used in the
processing of personal data.

We have inspected, that formalized procedures, ensuring that the
agreed security measures are being established, are present.

We have inspected, that the procedures are updated.

We have inspected that the risk assessment performed, is up-
dated, and includes the processing of personal data in question.

We have, by sample test, inspected the implementation of antivi-
rus and ensured, that this has been configured according to the in-
ternal policies.

We have inspected, that antivirus software has been updated.

We have, by sample test, inspected firewalls, and by sample test
ensured that these are configured according to the internal policy.

We have inspected network charts and other network documenta-
tion to ensure adequate segmentation.

No deviations noted.

No deviations noted.

No deviations noted.

No deviations noted.

No deviations noted.
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Control objective B - Technical measures

revii

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

- Emply ApS’ control activity Test performed by REVI-IT A/S

B.7

B.8

B.9

B.10

B.11

Emply ApS

Access to personal data is isolated to users with a
work-related need for such access.

For the systems and databases used in the processing
of personal data, system monitoring has been estab-
lished with an alarm feature.

Effective encryption is applied when transmitting con-
fidential and sensitive personal data through the inter-
net or by email.

Logging has been established in systems, databases,
and networks.

Logon data are protected against manipulation and
technical errors and are reviewed regularly.

Personal data used for development, testing or similar
activity are always in pseudonymised or anonymised
form. Such use only takes place to accomplish the data
controller's purpose according to agreement and on
the data controller’s behalf.

The technical measures established are tested on a
regular basis in vulnerability scans and penetration
tests.

We have inspected that formalised procedures are in place for re-
stricting users’ access to personal data.

We have, by sample test, inspected new employees and by sample
test, ensured that accesses are based on a work-related need.

We have inspected lists of accesses.

We have by sample test, inspected monitoring of network compo-
nents and by sample test ensured, that these are configured ac-
cording to internal policy.

We have by sample test inspected the encryption of transmissions
and by sample test ensured, that the encryption is configured ac-
cording to internal policy.

We have by sample test, inspected the logging established, and by
sample test ensured that this is implemented according to internal
policy.

We have, by sample test, inspected that personal data in develop-
ment and test databases are pseudonymised or anonymised.

We have by sample test inspected that documentation exists for
ongoing tests of the established technical measures.

No deviations noted.

No deviations noted.

No deviations noted.

No deviations noted.

No deviations noted.

No deviations noted.
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Control objective B - Technical measures

revii

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

Emply ApS’ control activity Test performed by REVI-IT A/S

B.12 Changes to systems, databases or networks are made
consistently with procedures established that ensure
maintenance using relevant updates and patches, in-

cluding security patches.

B.13 A formalised procedure is in place for granting and re-
moving users’ access to personal data. Users’ access is
reconsidered on a regular basis, including the contin-

ued justification of rights by a work-related need.

B.15 Physical access safeguards have been established so as
to only permit physical access by authorised persons
to premises and data centres at which personal data

are stored and processed.

Emply ApS

We have by sample test inspected changes during the period and
by sample test ensured that these follow the internal change pro-
cedure.

We have inspected that formalised procedures exist for granting
and removing users’ access to systems and databases used to pro-
cess personal data.

We have by sample test inspected, that employees’ access to sys-
tems and databases have been approved and that they are based
on a work-related need.

We have by sample test inspected resigned or dismissed employ-
ees to establish whether their access to systems and databases
was deactivated or removed on a timely basis.

We have inspected that documentation exists, that user accesses
granted are evaluated and authorised on a regular basis — and at
least once a year.

We have inspected documentation that a procedure for managing
access to data centres exists.

No deviations noted.

No deviations noted.

No deviations noted.
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Control objective C - Organisational measures

revii

Procedures and controls are complied with to ensure that the data processor has implemented organisational measures to safeguard relevant security of processing.

- Emply ApS' control activity Test performed by REVI-IT A/S

C.2

C3

Ca

Emply ApS

Management of the data processor has approved a
written information security policy that has been com-
municated to all relevant stakeholders, including the
data processor’'s employees. The IT security policy is
based on the risk assessment performed.

Assessments are made on a regular basis — and at least
once a year —as to whether the IT security policy
should be updated.

Management of the data processor has checked that
the information security policy does not conflict with
data processing agreements entered into.

The employees of the data processor are screened as
part of the employment process.

Upon appointment, employees sign a confidentiality
agreement. In addition, the employees are introduced
to the information security policy and procedures for
data processing as well as any other relevant infor-
mation regarding the employees’ processing of per-
sonal data.

We have inspected that an information security policy exists that
has been approved within the past year.

We have inspected of documentation that the information secu-
rity policy has been communicated to relevant stakeholders, in-
cluding the data processor’s employees.

We have by sample test inspected data processing agreements
and by sample test ensured that the information security policy is
according to the agreements.

We have by sample test, inquired about screening of new employ-
ees.

We have by sample test inspected that new employees during the
assurance period, have signed a non-disclosure agreement.

We have by sample test inspected whether new employees during
the assurance period have been introduced to relevant proce-
dures.

No deviations noted.

No deviations noted.

We have observed that compliance with the
screening procedure has not been docu-
mented.

No further deviations noted.

No deviations noted.
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Control objective C - Organisational measures

Procedures and controls are complied with to ensure that the data processor has implemented organisational measures to safeguard relevant security of processing.

- Emply ApS' control activity Test performed by REVI-IT A/S

For resignations or dismissals, the data processor has We have inspected procedures ensuring that resigned or dis- We have observed that compliance with the
implemented a process to ensure that users’ rights are  missed employees’ rights are deactivated or terminated upon res-  return of assets procedure can not be docu-
deactivated or terminated, including that assets are re- ignation or dismissal and that assets such as access cards, comput- mented.

turned. ers, mobile phones, etc. are returned.

No further deviations noted.
We have by sample test inspected, that rights have been deac-
tivated or terminated.

We have inquired into the return of assets during the assurance

period.
C.6 Upon resignation or dismissal, employees are in- We have, by sample test, inspected that documentation exists of No deviations noted.
formed that the confidentiality agreement signed re- the continued validity of the confidentiality agreement and the
mains valid and that they are subject to a general duty  general duty of confidentiality for employees resigned or dis-
of confidentiality in relation to the processing of per- missed during the assurance period.
sonal data performed by the data processor for the
data controllers.
c.7 Awareness training is provided to the data processor's ~ We have inspected that the data processor provides awareness No deviations noted.

employees on a regular basis with respect to general IT  training to the employees covering general IT security and security
security and security of processing related to personal  of processing related to personal data.

data.
C.8 The processor has assessed the need for a DPO and We have inspected documentation, that the DPO has been in- No deviations noted.
has ensured that the DPO has the adequate profes- volved in relevant tasks during the assurance period.

sional competence to perform their tasks and are in-
volved in relevant areas.

C.9 The processor keeps a record of categories of pro- We have inspected that lists exist, that management has pro- No deviations noted.
cessing activities for each data controller. cessed and approved within the last year.
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Procedures and controls are complied with to ensure that personal data can be deleted or returned if arrangements are made with the data controller to this effect.

- Emply ApS' control activity Test performed by REVI-IT A/S

Written procedures exist which include a requirement ~ We have inspected that formalised procedures are in place for No deviations noted.
that personal data must be stored and deleted in ac- storing and deleting personal data in accordance with the agree-
cordance with the agreement with the data controller.  ment with the data controller.

Control objective D - Return and deletion of personal data

Assessments are made on a regular basis — and at least
once a year —as to whether the procedures should be

updated.

D.2 Specific requirements have been agreed with respect We have by sample test, inspected terminated data processing No deviations noted.
to the data processor’s storage periods and deletion agreements during the period and by sample test ensured that re-
routines. quirements exist of storage- and deletion routines.

D.3 Upon termination of the processing of personal data We have, by sample test, inspected that documentation exists No deviations noted.
for the data controller, data have, in accordance with that the agreed deletion or return of data has taken place for ter-
the agreement with the data controller, been: minated data processing sessions during the assurance period.

e Returned to the data controller; and/or
o Deleted if this is not in conflict with other legisla-
tion.
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Control objective E — Storage of personal data

Procedures and controls are complied with to ensure that the data processor will only store personal data in accordance with the agreement with the data controller.

- Emply ApS' control activity Test performed by REVI-IT A/S

Written procedures exist which include a requirement ~ We have inspected that formalised procedures exist for only stor- ~ No deviations noted.

that personal data must only be stored in accordance ing and processing personal data in accordance with the data pro-
with the agreement with the data controller. cessing agreements.
E.2 Data processing and storage by the data processor We have inspected that the data processor has a complete and No deviations noted.
must only take place in the localities, countries or re- updated list of processing activities stating localities, countries, or
gions approved by the data controller. regions.

We have, by sample test, inspected that documentation exists
that the processing of data, including the storage of personal data,
takes place only in the localities stated in the data processing
agreement — or otherwise as approved by the data controller.

We have inspected documentation of back-up.

Control objective F — Use of sub-processors
Procedures and controls are complied with to ensure that only approved sub-data processors are used and that, when following up on such processors' technical and

organisational measures to protect the rights of data subjects and the processing of personal data, the data processor ensures adequate security of processing.

- Emply ApS' control activity Test performed by REVI-IT A/S

Written procedures exist which include requirements We have inspected that formalised procedures are in place forus-  No deviations noted.
for the data processor when using sub-data proces- ing sub-data processors, including requirements for sub-data pro-
sors, including requirements for sub-data processing cessing agreements and instructions.

agreements and instructions. .
g We have inspected that procedures are up to date.

Assessments are made on a regular basis — and at least
once a year —as to whether the procedures should be
updated.
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Control objective F — Use of sub-processors
Procedures and controls are complied with to ensure that only approved sub-data processors are used and that, when following up on such processors' technical and

revii

organisational measures to protect the rights of data subjects and the processing of personal data, the data processor ensures adequate security of processing.

- Emply ApS' control activity Test performed by REVI-IT A/S

F.3

F.4

F.5

F.6

Emply ApS

The data processor only uses sub-data processors to
process personal data that have been specifically or
generally approved by the data controller.

When changing the generally approved sub-data pro-
cessors used, the data controller is informed in time to
enable such controller to raise objections and/or with-
draw personal data from the data processor. When
changing the specially approved sub-data processors
used, this has been approved by the data controller.

The data processor has subjected the sub-data proces-
sor to the same data protection obligations as those
provided in the data processing agreement or similar
document with the data controller.

The data processor has a list of approved sub-data pro-
cessors.

Based on an updated risk assessment of each sub-data
processor and the activity taking place at such proces-
sor, the data processor regularly follows up thereon
through meetings, inspections, reviews of auditor's re-
ports or similar activity. The data controller is informed
of the follow-up performed at the sub-data processor.

We have inspected that the data processor has a complete and
updated list of sub-data processors used.

We have, by sample test, inspected that documentation exists
that the processing of data by the sub-data processor is stated in
the data processing agreements — or otherwise as approved by the
data controller.

We have inspected documentation that the data controller was in-
formed when changing the sub-data processors used throughout
the assurance period.

We have inspected for existence of sighed sub-data processing
agreements with sub-data processors used, which are stated on
the data processor’s list.

We have, by sample test, inspected that sub-data processing
agreements include the same requirements and obligations as are
stipulated in the data processing agreements between the data
controllers and the data processor.

We have inspected that the data processor has a complete and
updated list of sub-data processors used and approved.

We have by sample test, inspected the supervision of sub-data
processors during the assurance period.

No deviations noted.

No deviations noted.

No deviations noted.

No deviations noted.

No deviations noted.
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Control objective G — Transfer of personal data to third countries
Procedures and controls are complied with to ensure that the data processor will only transfer personal data to third countries or international organisations in ac-

cordance with the agreement with the data controller by using a valid basis of transfer.

Emply ApS' control activity Test performed by REVI-IT A/S

G.1

G.2

G.3

Emply ApS

Written procedures exist which include a requirement
that the data processor must only transfer personal
data to third countries or international organisations in
accordance with the agreement with the data control-
ler by using a valid basis of transfer.

The data processor must only transfer personal data to
third countries or international organisations accord-
ing to instructions by the data controller.

As part of the transfer of personal data to third coun-
tries or international organisations, the data processor
assessed and documented the existence of a valid ba-
sis of transfer.

We have by sample test inspected data processing agreements
and by sample test ensured that transfer to third countries have
been addressed.

We have inquired into, whether the data processor transfers data
to third countries.

We have by sample test, inspected data processing agreements
and by sample test ensured, that transfer to third countries have
been addressed.

We have inquired into whether the data processor transfers data
to third countries.

We have by sample test, inspected data processing agreements
and by sample test ensured, that transfer to third countries have
been addressed.

We have inquired into, whether the data processor transfers data
to third countries.

reviit

We have been informed, that personal data
are not transferred to third countries or inter-
national organisations, and we find this proba-
ble based on our test actions.

No deviations noted.
We have been informed, that personal data
are not transferred to third countries or inter-

national organisations, and we find this proba-
ble based on our test actions

No deviations noted.
We have been informed, that personal data
are not transferred to third countries or inter-

national organisations, and we find this proba-
ble based on our test actions.

No deviations noted.
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Control objective H — Rights of the data subjects

Procedures and controls are complied with to ensure that the data processor can assist the data controller in handing out, correcting, deleting, or restricting infor-

mation on the processing of personal data to the data subject.

- Emply ApS' control activity Test performed by REVI-IT A/S

Written procedures exist which include a requirement ~ We have inspected that formalised procedures are in place for the  No deviations noted.
that the data processor must assist the data controller  data processor’s assistance to the data controller in relation to the
in relation to the rights of data subjects. rights of data subjects.

Assessments are made on a regular basis —and at least We have inspected that procedures are up to date.
once a year —as to whether the procedures should be

updated.

H.2 The data processor has established procedures as far We have inquired into whether the data processor has received We have been informed, that the data proces-
as this was agreed that enable timely assistance to the  requests from the data controller, related to the rights of the data  sor has not received any requests from the
data controller in handing out, correcting, deleting, or  subjects. data controller, related to the data subjects’
restricting or providing information about the pro- rights, wherefore we have not tested the effi-
cessing of personal data to data subjects. ciency of the data processor’s procedures.

No deviations noted.
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Control objective | — Managing personal data breaches
Procedures and controls are complied with to ensure that any personal data breaches may be responded to in accordance with the data processing agreement en-

tered into.

revii

- Emply ApS' control activity Test performed by REVI-IT A/S

Emply ApS

Written procedures exist which include a requirement
that the data processor must inform the data control-
lers in the event of any personal data breaches.

Assessments are made on a regular basis — and at least
once a year —as to whether the procedures should be
updated.

The data processor has established the following con-
trols to identify any personal data breaches:

If any personal data breach occurred, the data proces-
sor informed the data controller without undue delay
after having become aware of such personal data

breach at the data processor or a sub-data processor.

The data processor has established procedures for as-
sisting the data controller in filing reports with the
Danish Data Protection Agency:

o Nature of the personal data breach.

o Probable consequences of the personal data breach.

e Measures taken or proposed to be taken to respond
to the personal data breach.

We have inspected that formalised procedures are in place which
include a requirement to inform the data controllers, in the event
of any personal data breaches.

We have inspected that procedures are up to date.

We have inspected that the data processor provides awareness
training to the employees in identifying any personal data
breaches.

We have inspected that the data processor has a list of security in-
cidents disclosing whether the individual incidents involved a per-
sonal data breach.

We have inquired into whether personal data security breaches
have occurred during the period.

We have inspected documentation that the procedures available
support that measures are taken to respond to the personal data
breach.

No deviations noted.

No deviations noted.

We have been informed, that no personal data
security breaches have occurred during the
period, wherefore we have not been able to
test the efficiency of the data processor’s pro-
cedures.

No deviations noted.

No deviations noted.
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	Description of Emply ApS
	Business strategy / IT-security strategy
	• Information security policies
	• Organizing the IT-security
	• HR security
	• Means of access
	• Physical security and supplier relationships
	• Operations security
	• Network security
	• Development environment
	• Security incident management
	• Emergency management
	• Compliance with the role of data processor (compliance)
	Risk management in Emply ApS
	Information security policy
	Emply ApS’ organisation and IT-security management
	Emply ApS’ organisational structure
	HR-security
	Access
	Only authorized Emply users/employees have access to the Emply systems. The allocation of access to the operating environment is performed according to purpose. Rights and access to information are based on work-related needs, to enable the individual...
	Access management is done by Emply’s management.
	Physical security and supplier relationships
	Operational reliability
	Monitoring
	We are open for inquiries Monday-Thursday from 8:30am-16:30pm and Friday from 8:30am to 15:30pm.
	Logging
	• System log: Emply ApS has developed their own system for monitoring of errors.
	• User log: All Emply customers have access in the system to see which activities, they have made. They can search for activities via customer’s own users, specific dates, projects etcetera.
	Backup
	Patch management
	Communication security
	Development environment
	Security incident management
	Emergency management
	Compliance with the role as data processor
	The presence of the above agreements and other relevant documents ensure compliance with relevant le-gal and contractual requirements.
	EU General data protection regulation (GDPR)
	Emply ApS’ SaaS solution supports the customers’ processes with HR. Emply ApS does not own the data, gathered by the customers, and stored in the SaaS solution, but solely develop and operates the SaaS solution, used by the customers to perform the ne...
	Data processing agreement
	Access to customer data
	Significant changes during the assurance period.
	Complementary controls with the data controller

	Section 2:  Emply ApS’ statement
	Section 3:  Independent auditor’s ISAE 3000 assurance report with reasonable assurance on information security and measures according to the data processing agreements with customers throughout the period 1 April 2021 to 31 March 2022
	Scope
	Emply ApS’ responsibilities
	Auditor’s independence and quality control
	Our responsibilities
	Limitations of controls at a data processor
	Opinion
	Description of tests of controls
	Intended users and purpose

	Section 4:  Control objectives, controls, test, and results hereof


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



